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ExecutiveSummary

In thisdocument,wepresentthedesignandspeciÞcationof theApplicationFire-
wall (AFW) modulefor ApplicationExecutionManager(AEM) service[2].

The Application Firewall is usedto implementcontrolledaccessto network
resources(i.e. outgoingnetwork connections)for processesof jobsrunvia AEM.
It doessoby exploiting thenetÞlter/iptablesframework of theLinux kernel[5].

By applyingappropriatedeclarationsto thenodeandVO policies[3], thesys-
tem administratormay limit the ability of the job processesto connectto net-
workedservicesin orderto exercisecontrolover consumednetwork resourcesor
preventmalevolent jobs to sendout illicit trafÞc(i.e. spamemail,sensitive data,
etc.).Thejobsthemselves,on theotherhand,mayspecifythedesiredconnectiv-
ity parametersrequiredfor theirexecutionin theirrespectiveJSDL[4] description
in a mannersimilar to otherrequiredresources.Thenodeselectionprocesswill
selectexecutionnodeswhosepoliciespermitsuchconnections.

Thedocumentis structuredasfollows: theÞrstsectionintroducestheAppli-
cationFirewall conceptandexplain the rationalefor its introductionin the job
executionframework. Then,a thoroughdescriptionof its designandimplementa-
tion follows. Integrationwith AEM andsecurityinfrastructureis describednext.
Weconcludewith anoverview of thecurrentstatusandrequiredfuturework.
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1 Intr oduction

One kind of the computingresourcesthat needto be allocated,monitoredand
provided to jobs basedon their requirementsare the communicationresources
(i.e. thecomputernetwork).

Networking capabilitiesof the jobs submittedto executionnodesby users
mustbe controlledvery strictly, asmalevolent or excessive trafÞc not only hin-
dersthe nodeitself (by reducingthe bandwidthavailable to otherapplications)
runningon the samenode,but usuallyhasa signiÞcantimpacton the networks
thenodeparticipatesin.

A nodesendingout excessive amountsof datacanhamperthelocal areanet-
work thenodeis partof, canswamproutersat theedgeof this LAN, andcanin
somecasesevenhaveanadverseimpactonthenodeasapart of thepublicInternet
aswell. As anexampleof thelatter, a job mayusemultiplenodesto orchestratea
distributeddenial-of-service(DDoS)attack,or sendamassof spame-mail. In the
bestcase,this will resultin thenodeor eventhewholenetwork beingblacklisted
andunableto sendeven legitimatee-mail, in the worst case,it canresult in the
organisationowning thenodebeingheldlegally responsible.

Basedonthisreasoning,theability of jobssubmittedto executionnodesto use
communicationresourcesmustbestrictly controlledby thesystemadministrators
of theGrid, Þrstandforemostby thelocal nodeadministrator, but by theVirtual
Organizationadministratoraswell. As our work is exclusively concernedwith
outgoingnetwork connections,in the context of this document,the term com-
municationresourceis usedto describeanoutgoingnetworktrafÞcinitiatedby a
submitteduserjob.

On the one hand,communicationresourcesthat are madeavailable to jobs
runningin a givenVO anda givennodeshouldthereforebedescribedin the(VO
andnode)policies. On the otherhand,a submittedjob shouldclearly statethe
communicationresourcesit requiresfor successfulexecution. The requirements
relatedto thecommunicationresourcesaredeÞnedin a JSDLdocumentin order
to have the resourcematchingprocessselectappropriatenodeswhererequired
communicationresourcescouldbeallocated.

Finally, the serviceproviding local job executioncapabilitiesmust take into
accountthecommunicationresourcesrequiredby a submittedjob andÑ if these
requirementsare in accordancewith the local nodepolicy Ñ allow useof the
requiredresourcesto processesbelongingto thatjob.

Thenext sectionpresentsthedesignof theApplicationFirewall.
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2 Designof the Application Fir ewall

This sectiondescribesthe designof the Application Firewall. It startswith a
descriptionof the basicconceptsusedand the requirementsfor the AFW, and
continueswith adetaileddesign.

2.1 BasicConcepts

A job is acollectionof (Linux) processes,includingtheinitial job processcreated
by AEM executinga submitJob actionon behalfof a userandall processesthat
this initial processforks.

A communicationresourceis anoutgoingIP network connection,deÞnedby

¥ destinationIP address,

¥ destinationport number, and

¥ transportlevelprotocol(i.e. TCP, UDP)

2.2 Requirements

TheApplicationFirewall mustallow for thefollowing functionality:

1. To preventanyoutgoingnetwork connectionsfor all jobsby default,and

2. To allow outgoingnetwork connectionson a per-job basisto destinations
speciÞedby thecommunicationresourceslistedin thejob requirements.

It shouldbeexplicitly notedthat:

¥ As the processof nodeselectionis performedby the SRDS[1] prior to
actualjob submission,nodeswhosecombinedlocalandVO policiesdonot
allow connectionsspeciÞedby therequiredcommunicationresourcesto be
madewill be excluded. Hence, the AFW doesnot needto perform any
additionalcheckingwhethertheserulesareactuallyallowedby thenode.If
thejob wasexecutedonthegivennode,it is assumedthatit maybegranted
all thecommunicationresourcesit lists asrequired.

¥ Extractinginformationfrom a JSDLon which communicationis requested
by a job, andwhetherthe requestedcommunicationis allowed (by a VO
or a nodepolicy) mustbeperformedby job executionandresourcediscov-
ery selectionservices(AEM, obtainingeitherVO level or local nodelevel
policies).Theseservicesin turn shouldrelaytherequestedandpermissible
communicationtypesto AFW in orderto drive its actions,
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¥ Keepingtrackof theprocessesbelongingto ajob is notin thescopeof AFW
functionality: insteadthisinformationshouldbeacquiredby job monitoring
servicesandrelayedto AFW asnecessary.

2.3 Filtering Network TrafÞc

AFW will usetheLinux netÞlter/iptablesframework [5] for Þltering(allowing or
rejecting)outgoingnetwork trafÞc.Thisframework is commonlyusedfor various
packetinspectionandtransformationpurposessuchasimplementingÞrewallsand
NAT gateways.

IPTablesoperateon chainsof rules. Eachpacket in the systemis Þrstsent
to theappropriatechain,basedon whetherit is an incomingpacket ( destination
is the local system),anoutgoingpacket (sourceis the local system),or a packet
beingforwarded(neithersourcenor destinationaddressespoint to the local sys-
tem).TheINPUT, OUTPUTandFORWARDbuilt-in rulechainsareusedfor these
packet types,respectively. The packet checkingproceduretraversesthe rulesin
thechainuntil a rulematchesthepacket (seebelow), andthentheactionspeciÞed
by the matchingrule is executed. The actionsarediverse,but mostcommonly
the action is forwardingthe packets to anotherchainand/ortransformingsome
datain the packet header. As AFW Þltersthe outgoingnetwork trafÞc, we will
insertrulesin the OUTPUTchainin orderto allow or rejectthe network trafÞc
originatingfrom thenodeexecutingthejob.

2.3.1 Matching packetsfr om job processes

NetÞlterusesmatch targets to classify packets which shouldbe rejectedor al-
lowed. Theownermatchextensionof matchtargetsareparticularlysuitablefor
our purposeof classifyingnetwork packetsbasedon which job they belongto.
Theownerextensionprovidesthefollowing matchtargets:

¥ --uid-owneruserid: matchesif thepacketwascreatedby aprocesswith the
giveneffective (numerical)userid.

¥ --gid-ownergroupid: matchesif thepacket wascreatedby a processwith
thegiveneffective (numerical)groupid.

¥ --pid-ownerprocessid: matchesif thepacketwascreatedby aprocesswith
thegivenprocessid.

¥ --sid-ownersessionid: matchesif thepacketwascreatedby aprocessin the
givensessiongroup.
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TheÞrsttwo matchtargetsthatallow matchingagainstuseror groupID of the
processthat sentthe packet, arenot suitablefor our needs,sincethe sameuser
(or even the samegroup) could have multiple jobs executedconcurrentlywith
differentcommunicationresourcerequirements.

The last onethat matchesagainst the sessionID of the processsendingthe
packet seemsto betheidealchoice:with AEM forking a userprocessandgiving
it adedicatedsessionID thataresharedby all forkedchildrenprocesses,matching
a packet againstthejob thatsentit is easy. However, any job process(that is not
thesessionleader, i.e. the initial process)cancall thesystemcall setsid(), which
assignsthecalling process(logically belongingto a job with thecurrentsession
ID) anew sessionID, thusallowing it to skippacketÞlteringby AFW.

Theonly solution(thatdoesnotrequireproviding adedicatedmatchtargetfor
AFW) is thereforeto usethe --pid-ownertarget with onerule for eachprocess
belongingto agivenjob in orderto matchall processesin a job.

2.3.2 Matching packetsagainstallowed resources

Now that packets belongingto a job have beensuccessfullymatched,we need
to matchtheir destinationaddressesagainstallowed resources:if at leastoneof
theallowedresourcesmatchesthepacket, thepacket maybesentto thenetwork.
Otherwiseit is loggedanddropped.

StandardpacketÞeldmatchesareusedto this purpose:

¥ protocol matchtarget (i.e. -p tcp) is usedto matchthe desiredtransport
protocol(currentlyTCPandUDParesupportedby AFW),

¥ the destinationaddress(i.e. -d 201.123.123.012) andthe destinationport
(i.e. -dport 8080) matchtargetsareusedto matchthe destinationsocket
address.

2.4 AFW Filtering Rules

Basedon the above descriptionand decisions,the AFW Þltering rules will be
organisedasfollows:

1. for eachjob with ID <J> , anew user-deÞnedper-job chain,namedxos-job-
<J> , will becreated.

2. for eachcommunicationresourcespeciÞedby the job requirements,a new
ruleisaddedto theaforementionedper-jobchain,allowing thepacketmatch-
ing thespeciÞedprotocol,anddestinationaddressandport to besentover
the network. All other packets that are directedto the per-job chain are
dropped.
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Figure1: Pathof apacket throughtheAFW Þlteringrules.

3. for eachprocesswith processID <P> belongingto job with ID <J> , anew
rule will be insertedin the OUTPUTchain,directingpacketsoriginating
from process<P> to theper-job chainxos-job-<J>.

Figure1 showspathof thepacket throughtheiptableschains.

2.5 Description of Communication Resources

The allowed communicationresourcesmustbe describedin policy Þlesstating
capabilitiesof the nodeor VO. Communicationresourcesrequiredby a job on
theotherhandmustbestatedin JSDLÞlescontainingthejob requirements.The
completeschemaandexamplesof appropriateJSDLextensionaswell asXACML
policy describingcommunicationresourcesareprovided in appendixA. Due to
complex matchingrequirements(IP matchedagainstnetmask,matchingof two
portranges),commonmatchingfunctionsprovidedby XACML corearenotsufÞ-
cientfor portandnetmaskmatchingandthey haveto beprovidedby theXACML
library.

2.6 Integration with AEM

AFW doesnot initiate any actionson its own Ñ it mustbe driven by AEM in
orderto respondto thefollowing events,adjustingtheÞlteringrulesasrequired.

8



Thefollowing eventsdetectedby AEM shouldresultin invoking appropriate
actionsby meansof theAFW publicAPI.

¥ start of a new job:

Ð createtheper-job Þlteringchain,and

Ð addmatchingrules to the per-job chainasspeciÞedby the required
communicationresourceslistedin thejob requirementsdocument(re-
fer to section2.4).

¥ creationof a new processin thescopeof a job (eithertheinitial job process
or dueto fork of oneof theexisting job processes):adda rule to theOUT-
PUT chain, directing packets originating from the newly createdprocess
(matchingis performedonPID basisasexplainedin section2.3).

¥ deathof a processbelongingto a job: remove therule for thisprocessÕPID
from theOUTPUTchain.Furthermore,if this is thelastprocessof thejob
(i.e. thejob ends),remove theper-job chain.

Consideringthat a job can be executedVO-wide, while the AFW operates
oneachresource(node),theabovejob lifecyclecanbeinterpretedmorenarrowly.
Thestart of anew job, from thenodeÕspoint of view, occurswheneveraportionof
a job is aboutto beexecutedona localnode(e.g.,a resumptionof acheckpointed
job). Similarly, if the job stopsexecutingon thenode,but is still beingexecuted
elsewhere,or acheckpointrequestarrives,theExecutionManagershouldperform
theclean-up,removing thelocalper-job chain.

ThepublicAPI of theAFW is presentedin appendixB
Interactionsin theGrid whena usersubmitsa job aregiven in Þgure2: Job

Manager, VOPSandResourceManagerareglobalentities,implementedin adis-
tributedmanner, whereasExecutionManagerandApplicationFirewall arelocal
to theselectedresource(i.e. thenodewherethejob executes).

3 Implementation of the Application Fir ewall

3.1 Implementation

ApplicationFirewall is implementedasa Java library thatwill beusedby AEM
invoking appropriatemethods,asdescribedin section2.6. Its public API is pre-
sentedin appendixB.

The iptableskernelsubsystemis usedto provide the actualpacket Þltering.
TheAFW Java library usestheiptablesexecutable providedon GNU/Linux sys-
temsto changetheÞlteringruleson thesystemit runsas. As changingÞltering
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Figure2: Componentinteractionsduringa job submissionusingAFW.

rulesrequiressuperuserprivileges,the userwith whoseprivilegesthe Java Vir-
tual Machinecontainingthe AEM runs, shouldhave sudoconÞguredto allow
executionof iptablesexecutablewith superuserprivileges,without requiring a
password. Therefore,it is stronglyadvisedto run AEM asa dedicateduserwith
disabledshell login.

Figure3 shows the implementationof Þrewalling usedby AEM on thenode
wherea job executes.

3.2 Installation Requirements

EachnodewhereAEM usingAFW runs,shouldhave thefollowing softwarein-
stalled:

¥ iptableskernelsubsystemeitherbuilt in thekernelstaticallyor in theform
of a loadablemodulefor therunningkernel.

¥ iptablesuserspacesoftware: theiptablesexecutableis required.

¥ sudocommand.
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Figure3: AEM andAFW on thejob executionnode.

Furthermore,sudoshouldbe conÞguredin sucha mannerthat the userrun-
ning the Java Virtual Machinecontainingthe AEM canrun iptablesexecutable
with superuserprivilegeswithouthavingto enterthepassword. Thelatter canbe
accomplishedby the sample/etc/sudoers sudoconÞgurationÞle (assumingthat
theuseraemis theonerunningtheJavaVM) presentedin Þgure4:

4 Conclusion

In thedistributedjob executionof theuser-provided jobsandprocesses,thepro-
cessesmayneedto communicatewith remoteprocesses.To do that,they imple-
menttheir own protocolsthatuseTCPor UDP for initiating transfers,sendingor
receiving data.Consideringthesechannelsarevital for theoperationof theGrid
infrastructureandis oftenrequiredby theownersof thehostingnodes,thecom-
municationcaneasilybeseenasaresourceverymuchakin to theprocessingtime
andthedatastorage.Further, theuncheckednetwork trafÞccanprovidemalicious
softwareaneasyway to hinderor preventnormaloperationof thesystem.

In this documentwe have providedthedesignandspeciÞcationof theAppli-
cationFirewall (AFW). TheAFW is amodulethatprovidesameansto enforcethe
node-level or VO-level policiesrelatedto thenetwork trafÞc. It uses/it iptables
kernelframework to setupthechainsof rules,whichÞlterthenetwork trafÞc.The
Þlteringoccurson theprocesslevel andcanthusprovide eachprocessits custom
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# /etc/sudoers

Defaults env_reset

# Host alias specification

# User alias specification

# Cmnd alias specification
Cmnd_Alias AEM=/sbin/iptables

# User privilege specification
aem ALL=NOPASSWD: AEM

Figure4: Samplecontentsof /etc/sudoersÞle.

setof rulesfor denying or grantingtrafÞc. Theparametersof the trafÞc include
thesource/targetaddress,theport numberandtheprotocol.

Whenintegratedwith the AEM, the AFW canprovide the network Þltering
for eachjob separately. AEM will usetheAFW to setup therule chainspeciÞc
for a job oncethis job startson thenode.It will notify AFW with theinformation
ontheprocessesspawnedby thejobÕsprocessesin orderto haveAFW includethe
new processesinto therulechain.By default thenetwork trafÞcis disabledfor the
jobÕs processes.They arethenenabledor disabledaccordingto therequirements
speciÞedby thejobÕsJSDLdocument.It is up to AEM or otherservicesto ensure
therulesin JSDLconformwith thoseof thelocalor VO-level policies.

With thisdocument,thedesignof theAFW is completeandreadyfor integra-
tion with therestof theXtreemOSservices.We will testthemoduleextensively
andprovidethereportsof its performanceor any modiÞcationsin thefuturework-
packagedeliverables.
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A Communication ResourceDeÞnition

In thisappendixtheschemafor JSDLextensionfor communicationresources,and
an exampleof a JSDL declarationof job requirementsandXACML declaration
of nodepolicy arepresented.

A.1 Schema

Line breaksaresometimesaddedin orderto improve readability.

<xsd:schema xmlns:xsd="http://www.w3.org/2001/XMLSchema"
xmlns:jsdl="http://schemas.ggf.org/jsdl/2005/11/jsdl"
xmlns:tns="http://xtreemos.org/schemas/jsdl/net/200805"
targetNamespace="http://xtreemos.org/schemas/jsdl/net/200805"
elementFormDefault="qualified"
attributeFormDefault="qualified">

<xsd:complexType name="Network">

<xsd:sequence>

<xsd:element name="Netmask">
<xsd:simpleType>

<xsd:restriction base="xsd:string">
<xsd:pattern

value="[0-9]{1,3}.[0-9]{1,3}.[0-9]{1,3}.
[0-9]{1,3}(/[0-9]{1,3})?"/>

</xsd:restriction>
</xsd:simpleType>

</xsd:element>

<xsd:element name="Ports">
<xsd:simpleType>

<xsd:restriction base="xsd:string">
<xsd:pattern

value="[0-9]{1,5}(-[0-9]{1,5})?
(,[0-9]{1,5}(-[0-9]{1,5})?)*"/>

</xsd:restriction>
</xsd:simpleType>

</xsd:element>
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<xsd:element name="Proto">
<xsd:simpleType>

<xsd:restriction base="xsd:string">
<xsd:enumeration value="UDP"/>
<xsd:enumeration value="TCP"/>

</xsd:restriction>
</xsd:simpleType>

</xsd:element>

</xsd:sequence>

</xsd:complexType>

<xsd:element name="Network" type="tns:Network"/>

</xsd:schema>
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A.2 JSDL Example

An exampleof JSDLdocumentfragmentstatingrequirementsfor connectionto
any hostin theaddressrange201.123.123.1Ð201.123.123.255,to any port in the
range1000Ð2000,or 60000or 65000,with TCPprotocol.

<jsdl:Resources>
<network:Network

xmlns:net="http://xtreemos.org/schemas/jsdl/net/200805">
<net:Netmask>201.123.123.0/24</net:Netmask>
<net:Ports>1000-2000,60000,65000</net:Ports>
<net:Proto>TCP</net:Proto>

</net:Network>
</jsdl:Resources>
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A.3 XACML Example

An example of XACML documentfragmentstatingthatthepolicy allows jobsto
connectto any hostin theaddressrange201.123.123.1Ð201.123.123.255,to any
port in the range1000Ð2000,or 60000or 65000with TCP or UDP protocol.
Someattribute valueshave beenabbreviated(usingÒ.. .Ó) in order to improve
readability.

<Rule RuleId="PermitTraffic" Effect="Permit">
<Description>

Rule for permitting TCP and UDP traffic to
port range 1000-2000, 60000, 65000 for
201.123.123.0/24.

</Description>
<Target>

<Subjects>
<AnySubject/>

</Subjects>
<Resources>

<AnyResource/>
</Resources>
<Actions>

<Action>
<ActionMatch MatchId="...:string-equal">

<AttributeValue DataType="...#string">
action:AEM:SubmitJob

</AttributeValue>
<ActionAttributeDesignator

AttributeId="...:action-id"
DataType="...#string"/>

</ActionMatch>
</Action>

</Actions>
</Target>
<Condition FunctionId="...:and">

<Apply FunctionId="...:and">
<Apply FunctionId="...:netmask-match">

<AttributeValue DataType="...#string">
123.456.789.0/24

</AttributeValue>
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<Apply FunctionId="...:string-one-and-only">
<ResourceAttributeDesignator

AttributeId="resource:jsdl:network:netmask"
DataType="...#string"/>

</Apply>
</Apply>
<Apply FunctionId="...:protocols-match">

<AttributeValue DataType="...#string">
TCP,UDP

</AttributeValue>
<Apply FunctionId="...:string-one-and-only">

<ResourceAttributeDesignator
AttributeId="resource:jsdl:network:proto"
DataType="...#string"/>

</Apply>
</Apply>

</Apply>
<Apply FunctionId="...:ports-match">

<AttributeValue DataType="...#string">
1000-2000,60000,65000

</AttributeValue>
<Apply FunctionId="...:string-one-and-only">

<ResourceAttributeDesignator
AttributeId="resource:jsdl:network:ports"
DataType="...#string"/>

</Apply>
</Apply>

</Condition>
</Rule>
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B AFW Public API

ThisappendixpresentsthepublicAPI of theApplicationFirewall Java library.

B.1 The RuleClass

package eu.xtreemos.xosd.afw;

public class Rule {

enum Protocol {
TCP,
UDP

};

enum Policy {
ACCEPT,
REJECT,
DROP

};

public Rule(Protocol proto, String dstAddress,
String dstPortRange, Policy policy);

public Protocol getProto();

public String getDstAddress();

public String getDstPortRange();

public Policy getPolicy();

}
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B.2 The IF irewall Interface

package eu.xtreemos.xosd.afw;

/**
* IFirewall is an interface for application firewall used to
* prevent outgoing network traffic to jobs run via AEM.
*
* Various implementations of this interface provide different
* firewalling backends to actually perform firewalling.
* Netfilter/iptables implementation is currently the only
* planned one.
*
* @author jaka@xlab.si
*/
public interface IFirewall {

/**
* Sets up firewall rules for the job processes. Called
* when a job is started.
*
* @param jobId id of the new job.
* @param rules a set of rules to be applied for the new
* job. Can be an array of size 0, if only the default
* policy should be used.
* @param default policy, applied to packets, if no rules
* match. Use DROP if no outgoing traffic should be allowed.
*
* @throws FirewallException if firewall rules for the
* given jobId already exist, or an error occured.
*/
public void setUpJobFirewall(String jobId, Rule[] rules,

Rule.Policy defaultPolicy) throws FirewallException;

/**
* Removes firewall rules for the job processes. Called
* when a job finishes.
*
* @param jobId the id of the job that finished.
*
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* @throws FirewallException if no firewall rules for
* the given jobId exist, or an error occured.
*/
public void discardJobFirewall(String jobId)

throws FirewallException;

/**
* Adds a rule that matches packets from the process with
* PID pid against the job firewall rules. Called when a
* new process of a job is created.
*
* @param jobId the id of the job.
* @param pid PID of the new process belonging to that
* job.
*
* @throws FirewallException if this PID was already a part
* of the job, or an error occured.
*/
public void addJobProcess(String jobId, String pid)

throws FirewallException;

/**
* Removes a rule that matches packets from the process
* with PID pid against the job firewall rules. Called
* when a process of a job ends.
*
* @param jobId the id of the job.
* @param pid PID of the job process that ended.
*
* @throws IllegalStateException if this PID was not a part
* of the job, or an error occured.
*/
public void removeJobProcess(String jobId, String pid)

throws FirewallException;

}
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