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Executive Summary

In this documentywe presenthe designandspecibcatiomf the ApplicationFire-
wall (AFW) modulefor Application ExecutionManagerAEM) service[2].

The Application Firewall is usedto implementcontrolledaccesgo network
resourcesi.e. outgoingnetwork connectionsjor processesf jobsrunvia AEM.
It doessoby exploiting the netblter/iptablesramevork of the Linux kernel[5].

By applyingappropriatedeclarationgo thenodeandVO policies[3], thesys-
tem administratormay limit the ability of the job processe$o connectto net-
worked servicesn orderto exercisecontrolover consumeadetwork resource®r
preventmalesolentjobsto sendoutillicit trafbc(i.e. spamemail, sensitve data,
etc.). Thejobsthemseles,on the otherhand,may specifythe desiredconnectv-
ity parametergequiredfor their executionin theirrespectre JSDL[4] description
in a mannersimilar to otherrequiredresources.The nodeselectionprocesswill
selectexecutionnodeswhosepoliciespermitsuchconnections.

The documents structuredasfollows: the bPrstsectionintroducegshe Appli-
cation Firewall conceptand explain the rationalefor its introductionin the job
executionframewnork. Then,athoroughdescriptionof its designandimplementa-
tion follows. Integrationwith AEM andsecurityinfrastructurds describechext.
We concludewith anoverview of the currentstatusandrequiredfuture work.



1 Intr oduction

Onekind of the computingresourcegshat needto be allocated,monitoredand
provided to jobs basedon their requirementsare the communicationresources
(i.e. thecomputemetwork).

Networking capabilitiesof the jobs submittedto execution nodesby users
mustbe controlledvery strictly, as malevolent or excessve trafbc not only hin-
dersthe nodeitself (by reducingthe bandwidthavailable to other applications)
running on the samenode, but usually hasa signiPcantmpacton the networks
thenodeparticipatesn.

A nodesendingout excessve amountsof datacanhamperthe local areanet-
work the nodeis partof, canswamproutersat the edgeof this LAN, andcanin
somecase®venhave anadwersempactonthenodeasapart of thepublicInternet
aswell. As anexampleof thelatter, ajob mayusemultiple nodeso orchestrata
distributeddenial-of-servicdDDoS) attack,or sendamassof spame-mail. In the
bestcase thiswill resultin the nodeor eventhewhole network beingblacklisted
andunableto sendeven legitimate e-mail, in the worstcase,it canresultin the
organisationowning thenodebeingheldlegally responsible.

Basedonthisreasoningtheability of jobssubmittedo executionnodego use
communicatiorresourcesnustbestrictly controlledby the systemadministrators
of the Grid, brstandforemostby the local nodeadministratorbut by the Virtual
Organizationadministratoraswell. As our work is exclusively concernedwith
outgoingnetwork connectionsjn the contet of this document,the term com-
municationresourcas usedto describean outgoingnetworktrafbcinitiated by a
submitteduserjob.

On the one hand,communicatiornresourceghat are madeavailable to jobs
runningin agivenVO anda givennodeshouldthereforebe describedn the (VO
andnode)policies. On the otherhand,a submittedjob shouldclearly statethe
communicatiorresourcest requiresfor successfuexecution. The requirements
relatedto the communicatiorresourcesredebnedn a JSDL documenin order
to have the resourcematchingprocessselectappropriatenodeswhererequired
communicatiorresourcegould beallocated.

Finally, the serviceproviding local job executioncapabilitiesmusttake into
accounthe communicatiormesourcesequiredby a submitedjob andN if these
requirementsare in accordancevith the local nodepolicy N allow useof the
requiredresourceso processebelongingto thatjob.

Thenext sectionpresentshe designof the Application Firewall.
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2 Designof the Application Firewall

This sectiondescribeghe designof the Application Firewall. It startswith a
descriptionof the basicconceptsusedand the requirementdor the AFW, and
continueswith adetaileddesign.

2.1 BasicConcepts

A jobis acollectionof (Linux) processesncludingtheinitial job proces<reated
by AEM executinga submitdb actionon behalfof a userandall processeghat
thisinitial procesdorks.

A communicatiomesouceis anoutgoinglP network connectiondebPnedy

¥ destinationlP address
¥ destinationport number and

¥ transportlevel protocol(i.e. TCP, UDP)

2.2 Requirements
The Application Firewall mustallow for thefollowing functionality:
1. To preventanyoutgoingnetwork connectiondor all jobsby default,and

2. To allow outgoingnetwork connectionn a perjob basisto destinations
specibPedy thecommunicatiorresourcedistedin thejob requirements.

It shouldbe explicitly notedthat:

¥ As the processof nodeselectionis performedby the SRDS[1] prior to
actualjob submissionnodesvhosecombinedocal andVO policiesdo not
allow connectionspecibPedy therequredcommunicatiorresourceso be
madewill be excluded. Hence, the AFW doesnot needto perform ary
additionalcheckingwhethertheserulesareactuallyallowedby thenode.If
thejob wasexecutedonthegivennode,it is assumedhatit maybegranted
all thecommunicatiorresourcedt lists asrequired.

¥ Extractinginformationfrom a JSDL on which communications requested
by a job, andwhetherthe requesteccommunications allowed (by a VO
or anodepolicy) mustbe performedby job executionandresourcediscov-
ery selectionserviceg AEM, obtainingeitherVVO level or local nodelevel
policies). Theseservicesn turn shouldrelaytherequestedndpermissible
communicatiortypesto AFW in orderto drive its actions,
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¥ Keepingrackof theprocessebelongingto ajob is notin thescopeof AFW
functionality: insteadhisinformationshouldbeacquiredoy job monitoring
servicesandrelayedto AFW asnecessary

2.3 Filtering Network Trafbc

AFW will usetheLinux netpblter/iptablesramework [5] for bltering(allowing or
rejecting)outgoingnetwork trafbc. This framewvork is commonlyusedfor various
pacletinspectiorandtransformatiorpurposesuchasimplementingerevallsand
NAT gatevays.

IPTablesoperateon chains of rules Eachpaclet in the systemis brstsent
to the appropriatechain,basedon whetherit is anincomingpaclet ( destination
is the local system),an outgoingpaclet (sourceis the local system),or a paclet
beingforwarded(neithersourcenor destinationaddressepoint to the local sys-
tem). TheINPUT, OUTPUTandFORWARDDbuilt-in rule chainsareusedfor these
paclet types,respetively. The paclet checkingprocedurdraversesthe rulesin
thechainuntil arule matcheghe paclet (seebelan), andthentheactionspecibed
by the matchingrule is executed. The actionsare diverse,but mostcommonly
the actionis forwarding the pacletsto anotherchainand/ortransformingsome
datain the paclet header As AFW bltersthe outgoingnetwork trafibc, we will
insertrulesin the OUTPUT chainin orderto allow or rejectthe network trafbc
originatingfrom the nodeexecutingthe job.

2.3.1 Matching packetsfrom job processes

Netpblterusesmatd targetsto classify packets which shouldbe rejectedor al-
lowed. The ownermatchextensionof matchtargetsare particularly suitablefor
our purposeof classifyingnetwork paclets basedon which job they belongto.
The ownerextensionprovidesthe following matchtargets:

¥ --uid-owneruserid matchesf the pacletwascreatedoy a processwith the
giveneffective (numerical)userid.

¥ --gid-ownergroupid matchedf the paclet wascreatedoy a processwith
thegiveneffective (numerical)groupid.

¥ --pid-ownerprocessid matchesf the pacletwascreatedoy a procesawith
thegivenprocessd.

¥ --sid-ownersesspnid: matchesf the pacletwascreatedoy aprocessn the
givensessiorgroup.



The pbrsttwo matchtargetsthatallow matchingagainstuseror grouplID of the
procesghat sentthe paclet, are not suitablefor our needs sincethe sameuser
(or even the samegroup) could have multiple jobs executedconcurrentlywith
differentcommunicatiormresourceequirements.

The last one that matchesagainstthe sessionD of the processsendingthe
pacletseemdo betheidealchoice:with AEM forking a userprocessandgiving
it adedicatedsessionD thataresharedy all forkedchildrenprocessesnatching
apaclet againstthe job thatsentit is easy However, ary job procesgthatis not
the sessiorleaderi.e. theinitial processancall the systemcall setsid() which
assignghe calling procesqlogically belongingto a job with the currentsession
ID) anew sessioriD, thusallowing it to skip paclet blteringby AFW.

Theonly solution(thatdoesnotrequireproviding a dedicatednatchtargetfor
AFW) is thereforeto usethe --pid-ownertarget with onerule for eachprocess
belongingto agivenjob in orderto matchall processes ajob.

2.3.2 Matching packetsagainstallowedresouices

Now that paclets belongingto a job have beensuccessfullynatched,we need
to matchtheir destinationaddresseagainstallowed resourcesif atleastoneof
theallowedresourcesnatchedhe paclet, the paclket may be sentto the network.
Otherwiselt is loggedanddropped.

Standardpaclet beldmatchesareusedto this purpose:

¥ protocol matchtamget (i.e. -p tcp) is usedto matchthe desiredtransport
protocol(currently TCPandUDP aresupportecoy AFW),

¥ the destinationaddresgi.e. -d 201.123.123.012andthe destinationport
(i.e. -dport 8080 matchtargetsare usedto matchthe desthnation soclet
address.

2.4 AFW Filtering Rules

Basedon the above descriptionand decisions,the AFW Pbltering rules will be
organisedasfollows:

1. for eachjob with ID <J>, anew userdebPnedgerjob chain,namedxos-job-
<J>, will becreated.

2. for eachcommunicatiorresourcespecibedy the job requirementsa new
ruleis addedo theaforementione@erjob chain,allowing thepacletmatch-
ing the specibedrotocol,anddestinationaddressandport to be sentover
the network. All other pacletsthat are directedto the perjob chainare
dropped.



Packet from process
P4 of job J1.

Destination:
201.123.123.123:80

OUTPUT x0s-job-J1
chain chain
' I
match == false | . __ match == false
"""""""" if(process == P1) f--===-=====-=-] destination == 200.0.0.0/8:80
I L]
match == false E match == true I
--------------- if(process == P2) j==============-| destination == 201.123.123.0/24:0-65535
:
1 1
match == false '
---------------- if(process == P3) ,
r :
match == true :
---------------- if(process == P4) }f--'

Figurel: Pathof a pacletthroughthe AFW Pplteringrules.

3. for eachprocesswith procesdD <P> belongingto job with ID <J>, anew
rule will be insertedin the OUTPUT chain, directing paclets originating
from process<P> to the perjob chainxos-job-<J>.

Figurel shaws pathof the pacletthroughtheiptableschains.

2.5 Description of Communication Resources

The allowed communicatiorresourcesnust be describedn policy blesstating
capabilitiesof the nodeor VO. Communicatiorresourcesequiredby a job on
the otherhandmustbe statedin JSDL bPlescontainingthe job requirementsThe
completeschemandexamplesof appropriate) SDLextensionaswell asXACML
policy describingcommunicatiorresourcesre provided in appendixA. Due to
comple matchingrequirementgIP matchedagainst netmask,matchingof two
portranges)commonmatchingfunctionsprovidedby XACML corearenotsufp-
cientfor portandnetmaskmatchingandthey have to be providedby the XACML
library.

2.6 Integration with AEM

AFW doesnot initiate ary actionson its own N it mustbe driven by AEM in
orderto respondo thefollowing events,adjustingthe Plteringrulesasrequired.
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Thefollowing eventsdetectedoy AEM shouldresultin invoking appropriate
actionsby meansof the AFW public API.

¥ startof a new job:

b createthe perjob blteringchain,and

b add matchingrulesto the perjob chainas specibedyy the required
communicatiorresourcedistedin thejob requirementslocumen(re-
fer to section2.4).

¥ creationof a new procesdn the scopeof a job (eithertheinitial job process
or dueto fork of oneof the existing job processes)adda rule to the OUT-
PUT chain, directing paclets originating from the newly createdprocess
(matchingis performedon PID basisasexplainedin section2.3).

¥ deathof a processelongingto a job: remove therule for this process®ID
from the OUTPUT chain. Furthermoreif thisis thelastprocessof thejob
(i.e. thejob ends) remove the perjob chain.

Consideringthat a job can be executedVO-wide, while the AFW operates
oneachresourcgnode),theabore job lifecycle canbeinterpretednorenarravly.
Thestat of anew job, from thenode€paint of view, occurswheneeraportionof
ajobis aboutto beexecutedonalocal node(e.g.,aresumptiorof acheckpointed
job). Similarly, if the job stopsexecutingon the node,but is still beingexecuted
elsavhere,or acheckpointrequestrrives,the ExecutionManagershouldperform
theclean-upremaoving thelocal perjob chain.

Thepublic API of the AFW is presentedn appendixB

Interactiondn the Grid whena usersubmitsa job aregivenin bgure2: Job
ManageyVOPSandResourcévlanagerareglobalentities,implementedn adis-
tributedmanney whereas€ExecutionManagerand Application Firewall arelocal
to theselectedesourcdi.e. thenodewherethejob executes).

3 Implementation of the Application Firewall

3.1 Implementation

Application Firewall is implementedasa Java library thatwill be usedby AEM
invoking appropriatemethods asdescribedn section2.6. Its public API is pre-
sentedn appendixB.

The iptableskernel subsystems usedto provide the actualpaclet bltering.
The AFW Java library usestheiptablesexecutdle provided on GNU/Linux sys-
temsto changethe blteringruleson the systemit runsas. As changingpltering
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Job VOPS Resource Execution Application
Manager Manager Manager Firewall

| |

-
submit joo™ |
|

| |
| |
| |
| | |
get policyft | |
| |
—— - | |
it I I
| |
| |
select reso |
- |
-- : Further calls may
| be made as job
| i processes fork.
execy o

- -
- -
P

|
| || |
- I I I
| | | |
| | | |
| | | |

Figure2: Componentnteractionsduringajob submissiorusingAFW.

rulesrequiressuperuseprivileges,the userwith whoseprivilegesthe Java Vir-
tual Machine containingthe AEM runs, should have sudoconbguredo allow
execution of iptablesexecutablewith superuseprivileges, without requiring a
passwverd. Thereforejt is stronglyadvisedto run AEM asa dedicateduserwith
disabledshelllogin.

Figure 3 shavs the implementatiorof prewvalling usedby AEM on the node
whereajob executes.

3.2 Installation Requirements

EachnodewhereAEM usingAFW runs,shouldhave the following softwarein-
stalled:

¥ iptableskernelsubsysteneitherbuilt in the kernelstaticallyor in the form
of aloadablemodulefor therunningkernel.

¥ iptablesusespacesoftwake: theiptablesexecutablds required.

¥ sudocommand.
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Java VM

AEM |—< ) AFW

1
<<exec|utes>>

iptables
tool

User space 1

Kernel space

iptables
kernel
subsystem

Figure3: AEM andAFW onthejob executionnode.

Furthermore sudoshouldbe conbguredn sucha mannerthat the userrun-
ning the Java Virtual Machinecontainingthe AEM canrun iptablesexecutable
with superuseprivilegeswithouthavingto enterthe passwod. Thelatter canbe
accomplishedy the sample/etc/sudoes sudoconbguratiorile (assuminghat
theuseraemis theonerunningthe Java VM) presentedn bPgure4:

4 Conclusion

In the distributedjob executionof the userprovided jobs andprocesseshe pro-
cessesnay needto communicatevith remoteprocessesTo do that, they imple-
menttheir own protocolsthatuseTCP or UDP for initiating transferssendingor
receving data. Consideringhesechannelsarevital for the operationof the Grid
infrastructureandis oftenrequiredby the ownersof the hostingnodesthe com-
municationcaneasilybeseenasaresourcezery muchakinto theprocessingime
andthedatastorage Further theuncheclednetwork trafbccanprovide malicious
softwareaneasyway to hinderor preventnormaloperationof the system.

In this documentwe have providedthe designandspecibcatiomf the Appli-
cationFirewall (AFW). The AFW is amodulethatprovidesameando enforcethe
node-leel or VO-level policiesrelatedto the network trafbc. It uses/it iptables
kernelframenork to setupthechainsof rules,which blterthenetwork trafc. The
plteringoccurson the procesdevel andcanthusprovide eachprocessts custom
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# /etc/sudoers

Defaults env_reset

# Host alias specification
# User alias specification

# Cmnd alias specification
Cmnd_Alias AEM=/sbin/iptables

# User privilege specification
aem ALL=NOPASSWD: AEM

Figure4: Samplecontentf /etc/sudoes ble.

setof rulesfor derying or grantingtrafbc. The parametersf the trafbcinclude
the source/tagetaddressthe port numberandthe protocol.

Whenintegratedwith the AEM, the AFW can provide the network Pltering
for eachjob separately AEM will usethe AFW to setup therule chainspecibc
for ajob oncethis job startsonthennode.It will notify AFW with theinformation
ontheprocessespavnedby thejob@processes orderto have AFW includethe
new processesto therule chain.By defaultthenetwork trafocis disabledor the
job@ processesThey arethenenabledor disabledaccordingto the requirements
specibedy thejob@JISDLdocumentlt is upto AEM or otherservicego ensure
therulesin JSDL conformwith thoseof thelocal or VO-level policies.

With this documentthe designof the AFW is completeandreadyfor integra-
tion with therestof the XtreemOSservices.We will testthe moduleextensvely
andprovidethereportsof its performancer any modibcationsn thefuturework-
packagealeliverables.
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A Communication Resource Debnition

In thisappendixheschemdor JSDLextensionfor communicatiomesourcesand
an exampleof a JSDL declarationof job requirementand XACML declaration
of nodepolicy arepresented.

A.1 Schema

Line breaksaresometimesddedn orderto improve readability

<xsd:schema xmlns:xsd="http://www.w3.0rg/2001/XMLSchema"
xmlns: jsdl="http://schemas.ggf.org/jsdl/2005/11/3jsdl"
xmlns:tns="http://xtreemos.org/schemas/jsdl/net/200805"
targetNamespace="http://xtreemos.org/schemas/jsdl/net/200805"
elementFormDefault="qualified"
attributeFormDefault="qualified">

<xsd:complexType name="Network">
<xsd:sequence>

<xsd:element name="Netmask">
<xsd:simpleType>
<xsd:restriction base="xsd:string">
<xsd:pattern
value="[0-9]{1,3}.[0-9]{1,3}.[0-9]1{1,3}.
[0-91{1,3}(/[0-91{1,3})2"/>
</xsd:restriction>
</xsd:simpleType>
</xsd:element>

<xsd:element name="Ports">
<xsd:simpleType>
<xsd:restriction base="xsd:string">
<xsd:pattern
value="[0-9]{1,5}(-[0-9]{1,5})>
(, [0-91{1,5} (-[0-91{1,5})2)x"/>
</xsd:restriction>
</xsd:simpleType>
</xsd:element>

14



<xsd:element name="Proto">
<xsd:simpleType>
<xsd:restriction base="xsd:string">
<xsd:enumeration value="UDP"/>
<xsd:enumeration value="TCP"/>
</xsd:restriction>
</xsd:simpleType>
</xsd:element>

</xsd:sequence>
</xsd:complexType>
<xsd:element name="Network" type="tns:Network"/>

</xsd:schema>
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A.2 JSDL Example

An exampleof JSDL documentragmentstatingrequirementgor connectionto
ary hostin theaddressange201.123.123.9201.123.123.255p ary portin the
rangel1000D2000,or 600000r 65000,with TCP protocol.

<jsdl:Resources>
<network:Network
xmlns:net="http://xtreemos.org/schemas/jsdl/net/200805">
<net :Netmask>201.123.123.0/24</net :Netmask>
<net:Ports>1000-2000,60000, 65000</net:Ports>
<net:Proto>TCP</net:Proto>
</net :Network>
</jsdl:Resources>
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A.3 XACML Example

An exampk of XACML documenfragmentstatingthatthe policy allows jobsto
connecto ary hostin theaddressange201.123.123.9201.123.23.255to ary
portin the range1000B 2000, or 600000r 65000with TCP or UDP protocol.
Someattribute valueshave beenabbreiated (using O. . ©) in orderto improve
readability

<Rule Ruleld="PermitTraffic" Effect="Permit">
<Description>
Rule for permitting TCP and UDP traffic to
port range 1000-2000, 60000, 65000 for
201.123.123.0/24.
</Description>
<Target>
<Subjects>
<AnySubject/>
</Subjects>
<Resources>
<AnyResource/>
</Resources>
<Actions>
<Action>
<ActionMatch MatchId="...:string-equal">
<AttributeValue DataType="...#string">
action:AEM: SubmitJob
</AttributeValue>
<ActionAttributeDesignator
AttributeId="...:action-id"
DataType="...#string"/>
</ActionMatch>
</Action>
</Actions>
</Target>
<Condition FunctionId="...:and">
<Apply FunctionId="...:and">
<Apply FunctionId="...:netmask-match">
<AttributeValue DataType="...#string">
123.456.789.0/24
</Attributevalue>

17



<Apply FunctionId="...:string-one—and-only">
<ResourceAttributeDesignator
AttributeId="resource: jsdl:network:netmask"

DataType="...#string"/>
</Apply>
</Apply>
<Apply FunctionId="...:protocols-match">
<AttributeValue DataType="...#string">
TCP, UDP
</AttributevValue>
<Apply FunctionId="...:string-one—and-only">

<ResourceAttributeDesignator
AttributeId="resource: jsdl:network:proto”

DataType="...#string"/>
</RApply>
</Apply>
</Apply>
<Apply FunctionId="...:ports-match">
<AttributeValue DataType="...#string">
1000-2000, 60000, 65000
</AttributeValue>
<Apply FunctionId="...:string-one—-and-only">

<ResourceAttributeDesignator
AttributeId="resource: jsdl:network:ports”
DataType="...#string"/>
</Apply>
</Apply>
</Condition>
</Rule>
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B AFW Public API

This appendixpresentshe public API of the Application Firewall Javalibrary.

B.1 The RuleClass

package eu.xtreemos.xosd.afw;
public class Rule {
enum Protocol {
TCP,

UDP

}i

enum Policy {
ACCEPT,
REJECT,

DROP
}i

public Rule (Protocol proto, String dstAddress,
String dstPortRange, Policy policy);

public Protocol getProtol();
public String getDstAddress () ;
public String getDstPortRange () ;

public Policy getPolicy();
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B.2 ThelFirewall Interface

package eu.xtreemos.xosd.afw;

/%%

* IFirewall is an interface for application firewall used to
* prevent outgoing network traffic to jobs run via AEM.

*

* Various implementations of this interface provide different
x firewalling backends to actually perform firewalling.

* Netfilter/iptables implementation is currently the only

* planned one.

*

* @author jaka@xlab.si

*/

public interface IFirewall {

*

Sets up firewall rules for the job processes. Called
when a job is started.

@param jobId id of the new job.

@param rules a set of rules to be applied for the new
job. Can be an array of size 0, if only the default
policy should be used.

@param default policy, applied to packets, if no rules
match. Use DROP if no outgoing traffic should be allowed.

b S R R N . SRS S .

@throws FirewallException if firewall rules for the
given JjobId already exist, or an error occured.

*

*/
public void setUpJobFirewall (String JjobId, Rule[] rules,
Rule.Policy defaultPolicy) throws FirewallException;

/ **
* Removes firewall rules for the Jjob processes. Called
* when a job finishes.
*
* @param jobId the id of the job that finished.
*
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* @throws FirewallException if no firewall rules for
* the given jobId exist, or an error occured.
*/
public void discardJobFirewall (String jobId)
throws FirewallException;

/ * %

* Adds a rule that matches packets from the process with
* PID pid against the job firewall rules. Called when a
* new process of a job is created.

*

x @param JjobId the id of the Jjob.

* (@param pid PID of the new process belonging to that

* job.

*

* @throws FirewallException if this PID was already a part
* of the job, or an error occured.

*/

public void addJobProcess (String jobId, String pid)
throws FirewallException;

/%%

* Removes a rule that matches packets from the process
* with PID pid against the job firewall rules. Called
* when a process of a job ends.

*

* @param jobId the id of the job.

* (@param pid PID of the job process that ended.

*

* @throws IllegalStateException if this PID was not a part
* of the job, or an error occured.

*/

public void removeJobProcess (String jobId, String pid)
throws FirewallException;
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